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Avensus High Grade Security, shaping an industry
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✓ WHO WE ARE
Avensus High Grade Security is thé trusted expert in 
encryption and key management in the Benelux. Our 
specialists are certified experts on cryptography, 
tooling and everything related. 

✓ WHAT WE DO
Avensus High Grade Security secures the world’s most 
sensitive information from financial transactions to 
intellectual property. 

✓ WHAT WE BELIEVE IN
Hardware provides the highest security level;             
Our motto is “Encrypt all and manage the keys 
yourself”. 

✓ WHAT WE WANT TO ACHIEVE
Be your end-to-end partner in data protection: from 
your HSM’s, encryption, certificate lifecycle- & central 
key management by building digital trust; Cloud trust is 
not proven until you can touch it.

- Expert 

- Dedicated

- No nonsense

- Result driven

What Avensus High Grade Security stands for
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Advanced

Advanced Plus

Avensus 
Managed HSM

• Office Hours 8.30-17.00
• 1st – 3rd line via Avensus
• 4hrs response time
• Next day HW replace
• On-site replace HGS
• Incl. Vendor Support 

• 24*7 hours coverage
• 1st – 3rd line via Avensus
• 4hrs response time
• 4hrs HW replace
• On-site replace HGS
• Incl. Vendor Support

• HSM as a Service
• Serviced by Avensus
• (NL) Private cloud      

(DC Customer  or HGS)
• Access to HSM
• Monitoring of HSM
• 24*7 hours coverage
• Self or Fully managed
• X hrs response time
• Incl. Vendor Support Technical Advisory 

Services

Strategic Consultancy 

Projects & 
Implementation

Training services

Service Delivery
Management

Avensus Advanced Support Services Consulting Services

Consultancy & 
Engineering 

• Vendor Support
• 1st line Avensus->Vendor 
• Office Hours 8.30-17.00
• Updates + M&S 

• Vendor Support
• 1st line Avensus->Vendor
• 24*7 hours coverage
• Updates + M&S 

• Avensus / Vendor Support
• Change Mgmt Avensus
• 24*7 hours coverage
• Updates + M&S 

Note: Avensus Advanced Support today for Entrust 
nShield and Thales PayShield & Luna HSMs. 

Under construction: Avensus 
Managed PKI, CLM, KMS, CSP

Managed Services

Avensus Human Capital – 40 years of knowledge

Avensus Portfolio
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What does an HSM look like ?

A common architecture across all form 
factors enables mixed pool of HSMs 



• Lack of due care of sensitive material creates risks

◦ Keys in software are much easier to steal

▪ Sensitive key data is in server memory during operations

▪ Core dumps can reveal sensitive data

▪ Stored key data is only as secure as the passphrase (if any) protecting it

◦ Storing keys in hardware is not only best practice but also often 
mandated

◦ Improper/inadequate storage or use puts trust at risk

• HSMs provide a secure environment for key generation and usage

◦ are Random Number Generator

▪ Key generation use the onboard tRNG as a source of strong entropy

◦ Access to keys can be further restricted using card sets and/or 
passphrases

• Critical application code can run protected in a Secure Execution 
Environments, within the HSM

◦ Custom applications run in a secured/sandboxed container

Benefits of using HSM’s: Key Protection !



• Optimized crypto hardware

◦ FPGA programmable, accelerated algorithms  

◦ Multiple tenants, cryptographically separating keys in hardware make contexts switching 
much faster

◦ Certified storage mechanisms allows for secure offloading of non-active keys 

Benefits of using HSM’s: Peformance !



• FIPS 140-2 Level 3 Certified

◦ https://www.entrust.com/digital-security/hsm/solutions/compliance/certifications/fips-140-2

• Common Criteria Certified

◦ https://www.entrust.com/digital-security/hsm/solutions/compliance/certifications/common-
criteria

• European Commission eIDAS Compliance

◦ https://www.entrust.com/digital-security/hsm/solutions/compliance/emea/eidas

• Payment Card Industry (PCI) Data Security Standard (DSS) Compliance

◦ https://www.entrust.com/digital-security/hsm/solutions/compliance/global/pci-dss

European Commission 

eIDAS

Benefits of using HSM’s: Compliance !
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Shared Responsibility relevance!
Cloud Service Providers (CSP’s) 
provide a lot of capabilities and ease 
of use. For cloud cryptography CSP’s 
rely on cloud native encryption, 
owned by CSP, used by customer.

Awareness of Digital Souvereignty & Shared Responsibility





The Ecosystem: A Chain of Trust
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EUDI Wallet implications

The requirement for "sole control" over cryptographic keys is established by Regulation (EU) 2024/1183

(commonly known as eIDAS 2.0), which amends the original eIDAS Regulation (EU) No 910/2014 1, 2. The law

mandates that every EU citizen has the right to a digital identity that is under their sole control, which

specifically includes maintaining exclusive authority over the sensitive cryptographic material, such as private

keys, used to sign and authenticate data 3, 4.

This mandate has profound implications for the technical architecture of the

European Digital Identity (EUDI) Wallet:

1. Mandatory Secure Hardware (WSCD/QSCD)

2. Dual-Layer Authentication

3. Device Binding

4. Constraints on Migration and Backup

5. Unobservability and Unlinkability

To satisfy the "sole control" requirement at a High Level of Assurance 

(LoA High), the architecture must include a Wallet Secure 

Cryptographic Device (WSCD) 5. This is a tamper-resistant 

environment (either local hardware like a Secure Element or a remote 

Hardware Security Module) designed to ensure that the private key 

remains isolated and cannot be accessed or used by the operating 

system, the device manufacturer, or the wallet provider without the 

user's explicit authorization 6, 7.

Architecturally, the system must implement at least two independent authentication 

mechanisms to ensure the user is the one triggering the key 8:

•OS-Level Authentication: Managed by the device (e.g., FaceID, PIN) to open the 

wallet app 8, 9.

•WSCA/WSCD-Level Authentication: A secondary, direct authentication to the 

secure hardware itself to perform high-security operations like issuing or presenting 

foundational identity data (PID) 8, 10.

"Sole control" requires a cryptographic link, known as device binding, between the user’s 

credentials and their specific secure hardware 11. This architectural feature prevents identity 

data from being "cloned" or used on a different device, as the private keys required to verify the 

data are non-exportable and physically locked to the user's hardware 11, 12.

Because the architecture must guarantee that keys never leave the secure environment to maintain 

sole control, private keys generally cannot be extracted 13. This means that when a user moves to 

a new device (migration), the architecture does not "transfer" the keys; instead, it must trigger a re-

issuance process where the PID or attestation provider issues new keys to the new device's secure 

hardware 13, 14.

The architecture must be designed so that the Wallet Provider and Credential Issuers cannot track when or 

where a user uses their keys 15, 16. This "unobservability" ensures that the user's control over their 

identity is not compromised by back-end monitoring or profiling by the entities that provided the software 

15, 17.

Apple App Attest / Google Play Integrity

Online services that provide security features for iOS and 

Android. App Attest and Play Integrity are used to prove 

that an app instance is genuine and to prove that the 

Wallet-App private keys are stored securely.

Questio
n fo

r 

Audience



“Simple” architectures using an HSM
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WSCD

PKCS#11

HSM
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