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Use your IRMA attributes to sign contracts and statementsUse your IRMA attributes to sign contracts and statements
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Who am I?Who am I?
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IRMA and Alliander?IRMA and Alliander?
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IRMA and Alliander?IRMA and Alliander?
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A quick IRMA recapA quick IRMA recap
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IRMA protocolIRMA protocol

IssuanceIssuance DisclosureDisclosure
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IRMA disclosure in detailIRMA disclosure in detail

Challenge: 34235
Name?, City?

34235 
Koen

Utrecht

UserUser VerifierVerifier
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Giving consent: an exampleGiving consent: an example
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IRMA SignaturesIRMA Signatures
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IRMA SignaturesIRMA Signatures

This service provider 
is allowed 

to retrieve my 
energy data
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IRMA SignaturesIRMA Signatures

This service provider 
is allowed 

to retrieve my 
energy data
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IRMA SignaturesIRMA Signatures

This service provider 
is allowed 

to retrieve my 
energy data

0x01 0xff 0x12 0x63 
0x87 0x52 0xab 0xdc
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IRMA SignaturesIRMA Signatures

This service provider 
is allowed 

to retrieve my 
energy data

Name: Koen 
City: Utrecht 
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IRMA disclosure recapIRMA disclosure recap

Challenge: 34235
Name?, City?

34235 
Koen

Utrecht

UserUser VerifierVerifier
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Disclosure vs SigningDisclosure vs Signing

Challenge: 34235
Name?, City?

34235 
Koen

Utrecht

I allow ODA to..
Name?, City?

I allow ODA to..
Koen

Utrecht

DisclosureDisclosure SigningSigning

UserUser VerifierVerifier UserUser Signature requesterSignature requester

15



Version 1: signing by QR
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Example case: Give consent for advertisementsExample case: Give consent for advertisements

17



Signing by QR is from 'server' to user, in one sessionSigning by QR is from 'server' to user, in one session

Message
Name?, City?

Message 
Koen

Utrecht

UserUser Signature requesterSignature requester
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Version 2: sign by e-mail
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Sign by mail is 'user to user', asynchronousSign by mail is 'user to user', asynchronous

Message
Name?, City?

Message 
Koen

Utrecht

UserUser Signature requesterSignature requester
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Sign by QR vs sign by mailSign by QR vs sign by mail

Message
Name?, City?

Message 
Koen

Utrecht

Message
Name?, City?

Message 
Koen

Utrecht

Sign by QRSign by QR Sign by mailSign by mail

UserUser Signature requesterSignature requester UserUser Signature requesterSignature requester
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Example case: Request for a donationExample case: Request for a donation

I Donate 100BTC to pbdf
Name?, City?

I Donate 100 
BTC to PBDF 

Koen
Utrecht

signer@example.comsigner@example.com requestor@example.comrequestor@example.com
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ConclusionsConclusions

IRMA signatures are cool!
We can use IRMA signatures in a variety of use cases

Also for 'anonymous' signatures!
Easy to verify later on

IRMA signatures can be used both in a session as well as 'offline'
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

ReferencesReferences

Energy transition picture: renewableenergyworld.com
ODA statement: slimmemeterportal.nl/inschrijven
Icons: thenounproject.com
IRMA pictures: privacybydesign.foundation
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https://www.renewableenergyworld.com/content/dam/rew/migrated/assets/images/story/2015/2/18/feature-0-1424284386014.png
https://slimmemeterportal.nl/inschrijven
https://thenounproject.com/
https://privacybydesign.foundation/

