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Awards

* Dutch Privacy award  Brouwer award 2018 ¢ Internet Innovation
2018 » Koninklijke Hollandse Award 2019

e Stichting Privacy First Maatschappij der * Internet Society
Wetenschappen Nederland
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IRMA usage
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IRMA for developers

* Releasing new IRMA server, related software, and documentation
* Focus on developer friendliness

e Easy to understand and use

e Conventional and modern API

familiar to developers
* Dropping legacy
* Accompanying technical

documentation:
https://irma.app/docs
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What is IRMA?

IRMA is a set of software projects implementing the
Idemix attribute-based credential scheme, allowing
users to safely and securely authenticate themselves
as privacy-preserving as the situation permits. Users
receive digitally signed attributes from trusted issuer,
storing them in their IRMA app, after which the user
can selectively disclose attributes to others.
Schematically:
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the user in the past, and that they have not been
modified since.

IRMA session flow

A typical IRMA session is depicted schematically
below.
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New IRMA software

* irma: asingle command line tool IRMA scheme mgmt, key generation,
session testing, and more
irma server: IRMA server subcommand

* Easy to install (single binary) and experiment with
Easy to configure; default configuration immediately usable
More versatile; developer-friendly API
Better and more logging
More efficient/scalable
Also available as Go library; other languages will follow
New JavaScript library irmajs

* Modern JavaScript with smaller/simpler API

IRMA developer documentation: https://irma.app/docs




Projects and collaborations

* Healthcare sector:
* |vido
* Nuts
* VGZ

* Municipalities:
* Whitelabel BRP attribute issuance
* Nijmegen: fill form with attributes & call-me-back IRMA signatures
* Haarlem, Almere, Leiden: dashboard in city hall issuing passport attributes
(eIDAS high)
* Haarlem: log in with IRMA

* SIDN



More information

* Website:  Twitter:
https://privacybydesign.foundation https://twitter.com/irma privacy

e Source code: e y—————————
https://github.com/privacybydesign

e Technical docomentation:
https://irma.app/docs e et

IRMA

@IRMA_privacy IRMA @IRMA _privacy - Feb 2 v

'x_! De stichting Privacy by Design gaat graag in gesprek, met @UWVnl en met
anderen over betrouwbare en proportionele authenticatie: precies die attributen
gebruiken die juist, gepast en noodzakelijk zijn, zie ook AVG art. 5 privacy-
regulation.eu/nl/artikel-5-b...

IRMA, short for | Reveal My Attributes, is

a privacy-friendly, attribute-based identity
management system. IRMA is part of the

Privacy by Design Foundation.

© The Netherlands

* IRMA Slack (ask for invite) S

& 3 Followers you know

constance boogers @BoogersC

@UWVnl fraudecontrole is gebaat bij digitale
identiteitsmiddel. Praten met @ RMA _privacy om dat snel
beter te maken? Digitaal veilig dienstverlenen valt dan snel
te verbeteren. #quickwin

@ Translate Tweet

© us Qs 8
. @ @ IRMA @IRMA _privacy - Jan 31 v
Programma en inschrijving is nu beschikbaar voor de IRMA bijeenkomst van 8
[ 11 Photos and videos maart bij SURF in Utrecht, zie privacybydesign.foundation/meetings/. Deelname

is gratis, maar inschrijving is nodig, oa. voor lunch en borrel. Voor details over
/ixmgrla pemomely! ey 12 peoen) - inschrijving, volg bovenstaande link.



