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Voting with wallets
Using Yivi for online decision making





What is needed
Better solutions for online decision making

• Open source


• Secure (whatever that means)


• Usable 


• Accessible



Open source platforms
Existing solutions



Open source platforms
Problems with existing solutions

• Usability and accessibility issues


• Complex verification of vote


• Email-based elegibility proofs
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➡We can overcome these with wallet-based voting!




Wallet-based voting
A better solution for online decision making

1. Prove voting eligibility with identity wallet


2. Save voting card with anonymous voting number in identity wallet
Server A

Server B

Server C

3. Fill in the ballot 


4. Cast ballot, sign with voting number from the identity wallet

5. Optionally, view results


6. Optionally, check vote has been counted with identity wallet



Wallet-based voting
IRMA Vote (2020) 

IRMA Vote by Botros, L., van Gastel, B., Jacobs, B., & Schraffenberger, H. (2020). IRMAVote [Web application]. Publisher: PbdF and Radboud University, based on a BSc thesis by J. Doesburg (2020).



Wallet-based voting
IRMA Vote (2020)

• Technical proof of concept


• Not all parts were built


➡Our new Decidos voting platform revives this project 


➡Focus on usability, accessibility and user experience desgin 

➡ Intended for small-scale elections, e.g.,:


• local consultations


• representatives in organisations 


• stakeholder decisions
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Decidos



Decidos demo



Decidos election







Decidos design



Eligibility to vote is defined 
via attributes.

Decidos design



Voting process mimics 
well-known physical 
elections.

Decidos design



Non-steering ballot: no 
images or colours for the 
ballot options, randomly 
ordered.

Decidos design



Decidos design

Re-cast option to prevent 
coercion, voters can 
overwrite their previous 
vote.



Plain language in short 
texts with large type. 
Color contrast conforms 
to WCAG AAA.

Decidos design



Decidos design

Simple vote verification: 
Anonymous vote number 
disclosed with identity wallet.



Decidos design

Responsive to the screen 
size, colour (dark or high 
contrast mode) and reduced 
motion preferences.



Advantages  

• Various ways to handle voting eligibility (various attributes) 


• Good balance between usability, accessibility and security 


• Simple vote verification


Walllet-based voting



Caveats

• Not intended for large-scale, high-stakes elections (e.g., national elections) 


• Only Yivi supports blind issuance of attributes/anonymous voting cards 


• This is not part of ARF of EU identity wallet


• Depends on zero-knowledge crypto


• Further research needed to confirm/improve usability and accessibility


Walllet-based voting
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Abstract
Online election platforms face security, usability, and trust prob­
lems. We propose an election platform based on identity wallets, 
which could help overcome these issues. In our setup, voters first 
prove they are eligible to vote by disclosing relevant aspects of 
their identity (such as their student or employee number) to the 
platform, with their identity wallet. They then receive an anony­
mous voting card in their wallet, which they can use to both cast 
their vote and verify that the vote has been counted. Our platform 
is intended for low-stakes elections, such as local consultations or 
student council elections. Its design integrates design recommenda­
tions from existing literature. This paper provides a background on 
(online) elections and relevant design principles, and then presents 
our working prototype as well as future plans to facilitate secure, 
low-stakes online elections that are accessible to all.

CCS Concepts
• Security and privacy → Usability in security and privacy; •
Human-centered computing → Web-based interaction; Usability 
testing; User centered design; Accessibility design and evaluation 
methods.
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1 Introduction
Traditionally, voting in elections has happened on paper. Over the 
past decades, however, some parts of the voting process have been 
digitised in the shape of voting machines [43] and tallying software 
[4]. More recently, solutions for voting over the internet (i-voting) 
have been developed. There are now many platforms for low-stakes 
elections [11, 23, 24, 40], and some used as an addition to postal 
voting [57] or general voting [28] in national elections.
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Elections come with requirements to make sure the outcome is 
trustworthy. For instance, the process should be transparent (so 
voters can believe their vote is counted), votes should be anonymous 
(so people cannot be coerced, meaning they do not sell their votes 
or vote under duress), and each vote should be cast by a single, 
eligible person [18].

Online election platforms have come up with different ways 
to fulfil those requirements. However, a secure election platform 
with great accessibility, usability, and a pleasant user experience 
is still missing [16] (see also subsection 2.1). This is particularly 
problematic because online election platforms are already in use. 
Here, security or usability problems sometimes lead to do-overs 
or debated results, such as in a party leader election of a Dutch 
political party in 2020 [5, 56]. This election had to be repeated 
because attackers could vote multiple times by brute-force guessing 
voting codes sent over email, among other issues. This shows the 
societal need for more secure and usable online election platforms.

In this paper, we build on the idea of using identity wallets to ad­
dress this need for a secure, usable and accessible election platform. 
Identity wallets are an emerging concept that allows providing 
proof of personal attributes (such as one’s name) or anonymous 
attributes (such as one’s nationality). These wallets will become 
widely available in the European Union at the end of 2026, as re­
quired by the eIDAS 2.0 regulation [7]. While identity wallets can 
be used for many purposes, such as authentication for online ser­
vices [13], signing documents [41], or email encryption [19], they 
are also a viable solution for a public election platform. Here, an 
identity wallet can be used to prove voting eligibility and receive 
an anonymous voting card. This card can be used for ballot casting 
and vote verification. A technical system design for this approach 
has already been described, previously [27, 62]. With this work, 
we want to investigate whether this system can be realized in an 
accessible and usable way.

To do that, we are designing and developing Decidos: an election 
platform that uses identity wallets for online decision-making. It 
is meant for low-stakes elections, such as those for (small) share­
holder meetings, homeowners’ associations, internal democracy in 
political parties, student councils, or municipal initiatives. The de­
sign and development are carried out in collaboration with several 
stakeholders in the public and private sectors.

This paper describes the first steps we have taken in designing 
the interface for this system. The main contributions are twofold. 
First, we synthesize and summarize the relevant existing usabil­
ity work that can inform the design of online election platforms 
(section 2). This includes an overview of election requirements, 
open problems in existing systems, and usability recommendations. 
Second, we propose a new interface for an online election platform 

Walllet-based voting



• Usability testing: measuring trust, efficiency, effectiveness and satisfaction


• How does the use of identity wallets impact voting experience?


• Do users understand the role of identity wallets?


• Should we show the split server design and if so, how?

Research plans
Walllet-based voting
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Development plans
Walllet-based voting

• Integrate design insights from user testing


• Technical refinements


• Platform to setup elections (organizer-side of things)


• Close collaboration with legal experts


• Working toward a service for small-scale elections


• Possibly by Caesar and ProcoliX, like for PostGuard.eu 

http://PostGuard.eu
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